
 XDC.io – Web3 Infrastructure Project by TokenTEQ

Enterprise-Grade File Access Powered by Blockchain Identity

 What Is XDC.io?

XDC .io is  a  flagship B2B platform by TokenTEQ for secure,  token-driven file delivery and access control 
tailored  to  enterprises,  institutions,  and government  applications.  It  allows  organizations  to  issue  Web3 
access tokens (on the XDC Network) that function as digital keys controlling who can open or download 
specific files – effectively replacing traditional logins, passwords, and manual permissions with  verifiable 
blockchain identity. This approach addresses the weaknesses of password-based systems; in fact, as data 
breaches and password leaks escalate, experts are calling for Web3 identity solutions that eliminate reliance 
on passwords 1 . XDC.io embodies this shift by using blockchain-held tokens as access keys instead of 
usernames or passwords. Each protected file is associated with a unique token (akin to an NFT) minted on 
the XDC blockchain and held in the user’s wallet, providing cryptographic proof of entitlement to that file.

Importantly,  XDC . io  is  Web3-native  yet  Web2-compatible.  Files  themselves  remain  stored  on  trusted, 
secure cloud infrastructure (for  example,  Proton Drive with end-to-end encryption ensures no one –  not 
even the storage provider – can read the files without permission 2 ). However, the  access control layer is 
completely  decentralized  and  blockchain-based.  In  practice,  a  user  simply  visits  a  standard  web  URL  to 
retrieve  a  file,  but  behind  the  scenes  XDC  IO’s  system  checks  the  blockchain  for  a  valid  token  before 
granting access. This yields a seamless user experience with zero onboarding friction (no new accounts or 
passwords needed) while granting organizations full lifecycle control over file access. Because the identity 
tokens live on a blockchain, there is no central account database to hack or exploit, and access rights can 
be managed dynamically on-chain (with tamper-proof audit trails of who holds or held access) 3 4 .

From a technical standpoint, the XDC Network was a strategic choice for this solution. XDC is an enterprise-
ready, EVM-compatible blockchain known for  near-zero gas fees and ~2-second transaction finality 5 . This 
means minting and verifying access tokens is extremely fast and costs only fractions of a cent, making it 
practical  to  enforce  file  permissions  on-chain  even  at  enterprise  scale.  Furthermore,  the  XDC  Network 
supports  hybrid  public/private  ledger  functionality,  enabling  sensitive  data  or  proofs  to  remain  private 
when  needed 6  –  a  valuable  feature  for  institutional  use.  By  leveraging  XDC’s  blockchain  identity 
capabilities, XDC.io delivers a decentralized file access system that is highly secure,  self-sovereign (users 
own their access credentials), and auditable, yet still integrates with existing web and cloud environments.
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 Why It Matters for Enterprises

Traditional enterprise file access and sharing systems suffer from well-known pain points:

• 

• 

• 

Centralized  Permissions  &  Accounts: Access  is  usually  tied  to  centrally  managed  accounts 
(employee logins, email invites, etc.). This creates single points of failure – if an account database is 
breached or a password is stolen, attackers can gain broad access. Indeed, a recent leak of 16 billion 
passwords underscores how vulnerable password-based credentials are 7 8 . In contrast, XDC.io uses 
ownership-based access via tokens in a user’s wallet. There is no central credential store to hack; only 
the  holder  of  the  unique  blockchain  token  can  unlock  the  file.  This  eliminates  reliance  on 
shared  secrets (passwords  or  links)  and  leverages  cryptographic  proof  of  identity  that  is  much 
harder to compromise 9 .

High Administrative Overhead: Managing user  accounts,  group permissions,  and access  lists  in 
traditional  systems  is  labor-intensive.  Keeping  track  of  who  should  have  access  to  what  often 
requires constant updates, especially as people join, leave, or change roles. XDC.io streamlines this 
by  tying  file  access  to  token  possession.  Issuing  or  revoking  access  is  as  simple  as  minting  or 
burning  a  token  on-chain,  which  can  even  be  automated.  There  is  no  need  to  create  or  delete 
accounts  or  fiddle  with  shared  folders  –  the  blockchain  token  is the  permission.  This  not  only 
reduces admin workload but also minimizes human error in permission settings.

• Poor Auditability: Once a document link is shared or an account has access, it can be difficult to 
track usage or ensure the link isn’t further shared. Traditional systems log events, but those logs can 

be incomplete or tampered with, and cross-organization sharing (e.g. via email) is especially 
opaque. With XDC.io, every access token is recorded on an immutable ledger. Organizations get an 
automatic audit trail of token ownership and file access attempts. For example, by recording 
document-access events on a blockchain, companies have a tamper-proof record and can trace 
exactly who accessed a document  and  when 4 .  Such  transparency  greatly  enhances  compliance 
and  accountability compared to conventional file shares.

Security  Attack  Surface  (Email/Account  Exploits): Standard  file  sharing  often  relies  on  email 
addresses  or  logins  –  which  are  vulnerable  to  phishing  and  impersonation.  If  an  attacker 
compromises someone’s email or steals their password, they can download sensitive files. XDC.io 
reduces this risk by removing email from the equation; possession of the correct Web3 token (in the 
user’s cryptographic wallet) is the only way to gain access. Wallet-based authentication, especially 
when combined with hardware wallets or biometric protection, can mitigate phishing since there is 
no static password to steal and the private keys never leave the user’s device 9 . In essence, the 
attack surface shifts – away from human-readable credentials and toward cryptographic keys that are 
far more difficult to brute-force or phish.

Integration Challenges (Identity, KYC, Compliance): Enterprises often need to integrate file access 
with identity verification (KYC/AML checks, user roles, licenses, etc.). Traditional systems struggle to 
link external credentials or certifications to file permissions in real-time. XDC.io solves this by using 
token metadata and on-chain verifications.  Each access token can carry metadata or be linked to 
smart contracts that enforce conditions – for example, a token might be valid only if the holder’s 
wallet  has a certain KYC NFT or if  a license fee was paid.  Because the verification is  on-chain,  it’s 
compatible with external identity frameworks and trust networks. The system can easily check,
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for instance, that a user holds a “Certified Auditor” credential token before allowing access to an
audit file, all in one blockchain transaction. This level of dynamic, condition-based access control is
difficult to achieve with legacy file systems.

In  summary,  XDC . i o  addresses  enterprise  concerns  by  combining  the  fine-grained  control and 
auditability of  blockchain  with  the  convenience of  familiar  Web2  tools.  It  provides:  ownership-based 
access (you either hold the token or you don’t – no ambiguous permission settings), on-chain verification of 
rights, and the ability to seamlessly incorporate identity and compliance checks into file access workflows. 
By removing centralized gatekeepers and vulnerable credentials, XDC.io significantly hardens file security 
while simplifying management.

🛠 How It Works (Simplified)

XDC.io uses a straightforward flow to bridge Web3 tokens with Web2 file delivery:

1. 

2. 

3. 

4. 

File Upload & Token Minting: An authorized enterprise user (e.g. an admin) uploads a file to the 
XDC.io platform. Behind the scenes, the file is stored in a secure cloud drive (such as Proton Drive or 
another storage provider) in an encrypted form. Once the file is registered, XDC.io mints a unique 
access token on the XDC blockchain representing that file’s access rights. This token takes the form 
of  a  subdomain  NFT  –  for  example,  012345.acme.io.xdc  –  where  acme  might  be  the 
organization’s domain on the XDC network, and 012345  is a unique file identifier. The token is an 
XRC-721 (NFT) asset recorded on-chain and owned by the enterprise initially 10 .

Token Issuance to Recipient: The enterprise then issues the token to a recipient’s Web3 wallet. 
This could be an employee, client, partner, or even a citizen (for government use-cases) who needs 
access to the file. “Issuing” in practice means transferring the NFT from the enterprise’s wallet to the 
intended user’s wallet address on the XDC blockchain. Now, that user’s wallet is the owner of 
012345.acme.io.xdc , which serves as a verifiable proof of their access rights. (If multiple people 

need access, the enterprise can mint and distribute multiple tokens for the same file, or use a multi-
token standard XRC-1155 for group access scenarios.)

Web2 Access via Friendly URL: To actually access the file, the user is given a clean, familiar URL 
such  as  https://drive.xdc.io/acme/012345 .  They  can  click  this  link  or  enter  it  in  any  web 
browser – no special extensions or blockchain knowledge needed. The URL structure (which includes 
the enterprise name acme  and file ID 012345 ) is mapped to the storage location of the file on the 
backend. When the user attempts to fetch this URL, the request goes to TokenTEQ’s Dynamic Drive 
Server (DDS) which underpins XDC IO’s backend.

On-Chain Token Verification: Upon receiving the file request, the Dynamic Drive Server 
automatically checks the XDC blockchain to verify that the wallet corresponding to the user (it can 
detect the user’s wallet via a cryptographic challenge or connection, similar to how Web3 logins work 

11 ) currently holds the required token 012345.acme.io.xdc . In practice, the user might be 
prompted to connect their crypto wallet (e.g. via a browser wallet like XDCPay or MetaMask) when 
they first access the drive.xdc.io link. Once connected, the backend looks up the NFT ownership or 
asks the user to sign a message proving control of their wallet. If the wallet owns the token, the 
DDS proceeds to fetch the file from the secure storage and serve it to the user. If the token is not
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present  (or  the  user  declines  to  connect  a  wallet),  access  is  denied.  This  wallet-based  check  is
seamless  and  fast  –  thanks  to  XDC’s  fast  finality,  the  verification  is  near-instant .  The  user
experiences it as just clicking a link and perhaps confirming their wallet, after which the file opens
normally.

Decentralized  Enforcement,  Centralized  Storage: The  brilliance  of  this  design  is  that  no
centralized service is deciding permissions at the moment of access – it’s purely the blockchain
token ownership that grants or denies the request. The storage (Proton Drive, etc.) remains oblivious
to who is downloading; it relies on DDS to mediate. Proton Drive links are essentially dynamic and
protected behind the DDS. If the enterprise revokes access (by burning the NFT or transferring it
away),  any  subsequent  attempts  to  use  the  URL will  fail  the  token check  and the  file  won’t  be
delivered. This ensures full lifecycle control: the organization can revoke, renew, or reassign file access
simply by blockchain transactions, with changes taking effect in real-time. And all of this happens
without requiring users to manage yet another account or password –  the user’s Web3 wallet is
their identity, and possession of the token is their permission slip.

No login, no password, no centralized account management. The user doesn’t need to
remember credentials or go through lengthy onboarding; a wallet signature is enough to
prove they are the token holder. Meanwhile, the enterprise gets confident security since only
the rightful token owner can decrypt the “access barrier”.

This simplified flow shows how XDC.io marries Web2 ease-of-use (uploading files, sharing a link) with Web3 
security (token-gated access). Next, we dive deeper into the engine that makes this possible: the Dynamic 
Drive Server.

 Powered by the Dynamic Drive Server (DDS)

At the heart of XDC IO’s architecture lies TokenTEQ’s Dynamic Drive Server (DDS) – a custom blockchain-
aware backend that transforms static cloud storage into a dynamic, token-gated file system. In a normal
cloud drive (Google Drive, Dropbox, Proton Drive, etc.), files have fixed URLs or IDs and the cloud service
itself checks whether a user is allowed to access a file (usually via login sessions or ACLs). DDS replaces that
with a smart routing and verification layer:

Dynamic Subdomain Resolution: The DDS is responsible for parsing the incoming file requests (like
drive.xdc.io/acme/012345 ) and figuring out which file to retrieve from which storage. The key

is the subdomain token in the request (here, 012345.acme.io.xdc ). DDS uses this token string
to look up the corresponding storage path. For example, it might map acme ->  the Proton Drive
storage bucket or account for Acme Corp, and 012345 ->  a specific file ID or encrypted blob in
that storage. Because the token is part of the URL, the system can support  clean, human-readable
links while still being unique and secure. The use of subdomains is not just cosmetic – it mirrors the
token’s identity.  In fact,  XDC-based domain tokens (with the  .xdc  TLD) are NFTs that can have
unlimited  subdomains .  TokenTEQ’s  framework  takes  advantage  of  this  by  treating  each  file
access token as a subdomain of the enterprise’s main domain token. (For example, Acme Corp might
own  acme.io.xdc  as  an  NFT  domain,  and  each  file  token  like  012345.acme.io.xdc  is  a
derivative identity under that.) This structure is part of a patent-pending approach to  subdomain-
based identity tokens with compliance-linked metadata .
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On-Chain Access Control: Once the DDS resolves which file is being requested, it performs the on-
chain verification. It queries the XDC blockchain (either by running a light node or via a trusted API)
to check the ownership of the NFT corresponding to that subdomain. Only if the requesting user’s
wallet  address  matches  the  current  owner  recorded  on-chain  will  DDS  authorize  retrieval.  This
happens in  real-time for  each access  attempt.  By  leveraging the blockchain’s  consensus,  access
rights are validated in a decentralized way – no one can fake token ownership since that would
require cryptographic proof on XDC’s ledger. This mechanism is akin to checking that a user holds a
valid NFT in their wallet before letting them view a website or content, a concept known as  token
gating.  For instance, a similar solution has been demonstrated for Google Drive, where a user is
prompted to connect a crypto wallet and the system verifies they own a specific NFT before granting
access . XDC IO’s DDS generalizes this pattern to any file and uses the enterprise’s own token
infrastructure.

Granular Permission Logic: DDS isn’t just a yes/no gate; it’s programmable. Enterprises can attach
conditions to tokens or use different token standards for varied scenarios. For example, a token
might have an expiration timestamp encoded on-chain or in its metadata. DDS will read that and
deny access after the expiry date (or automatically burn the token via a smart contract). Tokens could
also encode metadata like allowed number of  downloads,  user role,  or  KYC status by linking to
verifiable  credentials.  Because DDS sees  the token and can fetch its  metadata  (which might  be
stored  on  IPFS  or  the  XDC  blockchain),  it  can  enforce  highly  granular  rules.  Burn  and  remint
functionality is also supported – an admin can trigger a token burn (revocation) and DDS will  no
longer honor it;  if  a new token is minted (perhaps reissuing access to a different user),  DDS will
recognize  the  new  token’s  validity  immediately.  This  dynamic  handling  means  access  can  be
updated on the fly without touching the underlying file or link. Even multi-token access per file is
possible: for collaboration, an enterprise might mint multiple NFTs that all point to the same file.
DDS will accept any one of those tokens as authorization. Or conversely, for a multi-step approval,
you might require two different tokens (say, one proving Role A and another proving Role B) to be
present in the wallet to open a highly sensitive file – DDS could enforce that combinatorial logic as
well, since it can cross-check multiple on-chain conditions.

Static Storage, Dynamic Permissions: Cloud storage by itself is static – if someone has a link or
login, the storage system will serve the file, otherwise not. It doesn’t know about external tokens or
identities. DDS overlays intelligence on top of storage so that  file delivery becomes conditional
and event-driven. When a user requests a file, DDS effectively asks: “Does this wallet address have the
right token at this moment?” If yes, it fetches the file from Proton Drive (using secure API calls or
proxies) and streams it to the user; if  not, it  returns an access denied response (and could even
redirect  the  user  to  an  error  page  or  a  wallet  connection  prompt).  Because  DDS  acts  as  an
intermediary, the file storage never has to change – it thinks it’s just sending files to an authorized
request,  unaware  that  the  authorization  came  from  blockchain  logic.  This  design  allows
organizations to use their  existing storage solutions (which are reliable and scalable)  but gain a
decentralized permission layer on  top.  In  essence,  DDS turns  passive  file  repositories  into  an
intelligent, blockchain-controlled filesystem. A user without the token simply cannot retrieve the
file,  even if  they somehow obtained the direct link,  because the request won’t  get past the DDS
gatekeeper. And since DDS can log these checks (or even write audit logs back to the blockchain),
you get a verifiable record of access events as well.
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DDS in Action: Imagine Acme Corp publishes a confidential report via XDC.io . Alice has the NFT token for 
the report in her XDC wallet, Bob does not. When Alice visits the file URL, DDS verifies her wallet holds the 
token and serves the file (which she decrypts in her Proton Drive client). Bob tries the same URL; DDS either 
doesn’t find the token or sees it’s not owned by Bob’s wallet, so it refuses. Even if Bob somehow guesses the 
URL or intercepts it, without the token he’s stuck. Meanwhile, Acme’s IT team can revoke Alice’s access by 
instructing an on-chain burn of her NFT – at which point any further attempts by Alice will fail. The entire 
process is  automated and trust-minimized (dependent only on cryptographic truth from the blockchain), 
reducing  the  need  to  trust  cloud  providers  or  internal  admins  for  enforcement.  This  architecture 
dramatically enhances security and control for enterprise file management.

Illustration: Conceptual representation of blockchain-based access control. Only a user holding the correct NFT 
token  (symbolized  by  the  shield)  can  unlock  and  retrieve  the  protected  file,  while  unauthorized  attempts  are 
blocked by the decentralized verification layer.

(Image source: XDC Network community article on NFT-gated documents)

 Key Capabilities of XDC.io
XDC.io brings a number of powerful capabilities to enterprise users, blending blockchain features with 
user-friendly design:

•  Token-Based  Access  Control: File  access  is  governed  purely  by  token  ownership.  Instead  of 
creating  accounts  or  sharing  passwords,  an  admin  mints  an  NFT  token  and  assigns  it  to  the 
permitted user’s  wallet.  Only  a  wallet  holding the  correct  token can unlock  the  file  –  providing a 
possessory security model. This is akin to giving someone a physical key; if they have it, they can open 
the door, but it can’t be duplicated without permission. The cryptographic nature of tokens means 
they  are  extremely  hard  to  forge  or  steal  (especially  if  users  protect  their  wallets  properly). 
Furthermore, since tokens are unique and traceable, there’s no confusion over who has access – it’s 
recorded on-chain.

•  Web3 + Web2 Resolution: The system seamlessly resolves blockchain tokens to web URLs. Each 
token has a human-readable identifier (like  file123.company.xdc ),  which maps to a standard 
web  address  ( https://drive.xdc.io/company/file123 ).  This  dual  resolution  means  users 
operate with familiar web links, but those links are underpinned by Web3 verification. The  .xdc 

domain tokens are actually part of XDC’s NFT domain system – .xdc domains are minted as XRC-721 
tokens 15 .  XDC . i o  leverages  this  by  giving  each  enterprise  its  own  blockchain  domain  (e.g. 
company.xdc ) under which file tokens are organized. When someone hits the drive.xdc.io link, the 

DNS-like structure is translated by DDS into the right storage location after confirming the token is in 
the  caller’s  wallet.  This  architecture  delivers  a  Web3-native  backend  with  a  Web2-friendly 
frontend –  preserving  user  experience  (no  blockchain  knowledge  required  to  click  a  link)  while 
injecting decentralized identity into the process.

📟  Metadata-Driven  Access: Every  access  token  can  carry  metadata,  either  on-chain  or  via  IPFS 
links.  This  metadata can include rules and information such as expiration dates,  usage limits,  file 
cryptographic hashes (for integrity verification), or even links to external credentials. XDC.io plans to 
support  full  metadata  integration,  including  content  IDs  (CIDs),  SHA-256  file  hashes,  and  IPFS

• 

6

https://xdcdomains.xyz/#:~:text=Can%20I%20transfer%20my%20blockchain,domains


In essence, XDC.io isn’t just a one-off tool – it’s a  versatile infrastructure for any scenario where digital 
content needs controlled distribution and verification. By using tokens as the backbone, it ensures security 
and flexibility that goes beyond what traditional file sharing or DRM systems can offer.

• 

pointers for the stored file version. That means when a user attempts access, the system can not 
only check  if they have the token, but also retrieve the token’s metadata to validate  how they can 
access  the file.  For  example,  a  token might  grant  download rights  only  until  a  certain  date,  or  it 
might represent a license with specific terms. Because these conditions live in metadata, they are 
tamper-proof once the token is issued and can be evaluated programmatically by DDS. The use of 
IPFS for metadata or file pointers also means that data about the file’s authenticity and lifecycle 
can be decentralized,  preventing any single  party  from secretly  altering an access  record or  file 
version. In short, XDC IO’s access control isn’t just a binary allow/deny – it’s a rich, programmable 
policy framework driven by token metadata.

 Multiple  Access  Models: Unlike  one-size-fits-all  permissioning,  XDC. io  supports  flexible  access 
patterns. Need to give five different people access to the same document? Mint five tokens – now 
each person has their  own NFT (which could be individually  revoked or tracked).  Need to allow a 
group of users (like a department) to concurrently hold access? Use a multi-token standard (XRC-1155 
or XRC-3646) where one token ID can be owned by many wallets at once, or simply issue multiple 
NFTs referencing the same file. Conversely, want to require that two separate approvals are needed 
to open a file (say a signer and a co-signer)?  You could design it  so that the DDS checks for two 
distinct  tokens in  the user’s  wallet.  Additionally,  burning and reminting enables  dynamic  access 
scenarios: for example, a time-limited secure data room where a token is automatically burned at 
midnight and perhaps a new one is needed the next day. XDC IO’s model even allows  transferrable 
access – if policy permits, a token holder could transfer their access NFT to someone else (with all 
actions  tracked  on-chain  for  audit).  This  is  useful  for  scenarios  like  transferring  ownership  of 
documents or delegating tasks. Traditional systems rarely allow this level of flexibility without heavy 
admin intervention. With tokens, these become natural actions in a decentralized ecosystem (subject 
to enterprise policies).

•  Modular Integration: XDC.io is built to slot into existing enterprise IT ecosystems. It provides APIs 
and  interfaces  that  can  be  integrated  into  corporate  portals,  custom  workflows,  or  compliance 
systems. For example, a company could integrate XDC.io with its internal dashboard so that when 
an employee uploads a file marked “Confidential”, behind the scenes the XDC.io API mints the token 
and returns a secure link that the employee can then share. Or a government agency could 
integrate it with a citizen portal – when a citizen provides their wallet, they automatically get certain 
document tokens (permits, records) delivered to them. Because the verification is just a blockchain 
token check, it can be invoked via standard web calls or even smart contract calls, making it highly 
adaptable. The system  also  works  in  conjunction  with  other  TokenTEQ  modules  (detailed 
below),  meaning enterprises can mix and match functionalities. It’s fully modular in that you can 
use the drive access control  by  itself  or  as  part  of  a  larger  tokenized  identity  solution. 
Additionally,  compliance frameworks (like GDPR, HIPAA) can benefit because access logs and 
consents can be tied to tokens –for instance, a token could represent a data access consent that can 
be revoked by the user, and the system would then block file access accordingly, aligning with 
privacy requirements.
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 Integrated With the TokenTEQ Stack

XDC.io is part of a broader suite of tokenization and identity tools that TokenTEQ is developing under the 
unified xdc.io  domain ecosystem. Each subdomain in this ecosystem corresponds to a module that uses 
the same underlying principle – blockchain-based identity and ownership – applied to different enterprise 
needs. This integration means XDC.io can work in concert with other modules for end-to-end solutions. 
Here’s an overview of the stack:

Subdomain Functionality

auth.xdc.io
Wallet-based authentication module for all TokenTEQ services (login via Web3 wallet,
no passwords) – essentially a single sign-on using blockchain identity.

drive.xdc.io
Secure file storage and delivery with tokenized access control (this is XDC IO’s domain
for file access, as described). It turns cloud storage into token-gated drives for
enterprises.

verify.xdc.io

A public verification portal for documents, identities, and credentials linked to wallets.
For example, a recipient can drop a file’s token or hash here to verify its authenticity or
check if a document is certified on-chain. Useful for sharing verifiable documents
(diplomas, certificates).

license.xdc.io

License activation and software usage validation backed by token permissions. This
could replace license keys with NFTs – software or digital products check for a valid
license token in the user’s wallet before activating, preventing piracy and enabling
secondary markets for licenses.

docs.xdc.io

Certified document delivery and version tracking. This module likely focuses on official
documents (e.g. issuing a diploma or legal document as an NFT) and tracking any
updates or notarizations on-chain. It ensures that any document delivered can be
verified for its origin and integrity (tying into verify.xdc.io).

track.xdc.io

Asset or IoT tracking using token-based ownership and conditional data. For instance,
physical assets or devices could have digital twins as tokens; their telemetry or status
could be updated to the token metadata. Enterprises can track provenance and
conditions (like maintenance records) through token data.

scan.xdc.io

A QR code scanning gateway to resolve token data via mobile or field devices.
Scanning a code could pull up the token info (perhaps using a mobile wallet) – for
example, scanning a QR on a shipment to see its token-defined ownership and history
on XDC. This makes blockchain info accessible via simple scans.

gov.xdc.io

Aimed at government and municipal use, for credential and permit verification. This
could allow agencies to issue things like business permits, licenses, or citizen IDs as
tokens, and third parties can instantly verify these via the blockchain (perhaps
integrated with verify.xdc.io or scan.xdc.io for easy use).
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Subdomain Functionality

legal.xdc.io

A module for legal record management – e.g. notarization of contracts, timestamping
agreements, and anchoring legal documents on-chain. It can ensure legal documents
are tamper-evident and time-stamped by the blockchain, and possibly enforce access
or expiration (tying back into drive.xdc.io for delivering those documents securely).

api.xdc.io

A developer API access point for all these token services. Through api.xdc.io ,
developers and third-party applications can programmatically verify tokens, fetch
metadata, issue/burn tokens, and integrate the TokenTEQ stack into their own
software. This is crucial for adoption, allowing custom enterprise software or even
other SaaS platforms to leverage TokenTEQ’s tokenization features under the hood.

Because XDC.io (drive.xdc.io) is integrated into this ecosystem, an enterprise can start by using tokenized 
file access and later expand into other areas like tokenized identity (auth.xdc.io) or licensed content delivery 
(license.xdc.io) with relative ease – all using the same identity tokens (or interoperable ones). For example, a 
document  delivered  via  drive.xdc.io  could  carry  a  license  token  requirement  that  is  managed  via 
license.xdc.io, and the user might authenticate via auth.xdc.io to prove who they are before even getting 
the  token.  All  modules  speak  the  same  “language”  of  XDC-based  tokens,  creating  a  comprehensive 
framework for decentralized identity and asset management across various enterprise functions.

It’s worth noting that TokenTEQ’s use of the XDC Network across these modules means the cost and speed 
of operations remain enterprise-friendly. XDC’s XRC standards (analogous to Ethereum’s ERC standards) 
allow things like non-fungible identity tokens and verifiable credentials to be handled at scale with minimal 
fees 5 . The TokenTEQ stack effectively aims to be a one-stop infrastructure for Web3-powered enterprise 
solutions, and XDC.io is a premier showcase of this vision in the file access domain.

🔒 Real-World Enterprise Use Cases

XDC IO’s capabilities unlock a wide range of practical applications. Here are some real-world scenarios 
where enterprises and institutions could leverage XDC.io:

• Controlled Client & Regulator Document Portals: Financial institutions or law firms often need to 
share  sensitive  documents  (e.g.  investment  reports,  audit  letters,  legal  filings)  with  clients  or 
regulators.  Instead of  sending these  via  email  or  maintaining separate  portal  accounts,  they  can 
distribute an access token to the recipient’s wallet. The client simply clicks the provided link and uses 
their wallet to access the documents. The firm gets a cryptographically logged record of exactly who 
accessed what and when, and can revoke access when the engagement ends. This provides bank-
grade confidentiality without cumbersome account management – only the token holder (client or 
regulator) can open the file, and any third party is locked out.

• Blockchain-Secured Contract  &  Notice  Delivery: Companies  can  use  XDC. io  to  send contracts, 
notices, or certificates that require provable delivery and integrity. For example, a court could issue a 
legal notice as a file gated by a token. The recipient’s wallet address (which could be tied to their 
digital identity) would receive the token; when they access the file, that on-chain event can serve as 
proof of receipt. Similarly, signed contracts could be distributed as token-gated files. Each party to 
the contract gets an NFT granting access, and the document itself could be hashed and stored via
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the  system  to  ensure  it’s  unaltered.  This  method  is  far  more  secure  and  traceable  than  email
attachments  –  it’s  evident  on  the  blockchain  whether  a  party  has  retrieved  their  copy,  and  the
document’s authenticity can be verified via its hash metadata .16 17

• 

• 

KYC-Verified Data Rooms: In mergers, acquisitions, or any due diligence process, data rooms are 
used to share confidential documents with multiple outside parties under strict controls. XDC.io can 
replace traditional data room services by creating a token for each participant (or one per role) that 
gates access to a set of files. Integration with identity verification (perhaps via an optional check that 
the wallet also holds a KYC-NFT or has been whitelisted) ensures that only verified individuals gain 
access, fulfilling compliance requirements. The tokens can be set to expire at a certain date or upon 
deal  closure  (auto-burn),  instantly  revoking  access.  The  hosting  enterprise  can  monitor  all  token 
activity on-chain, giving them a clear audit if needed for compliance. Meanwhile, participants benefit 
from a simple “click link, connect wallet” process rather than managing new accounts for each data 
room.

• Intellectual Property Distribution with Licensing: Consider a software firm or content publisher 
that  needs to  distribute digital  assets  (software builds,  design files,  research data)  to  clients  with 
licensing restrictions. XDC.io can issue tokens that not only control access to the download but also 

embody the license terms.  For  instance,  a  token could represent  a  paid subscription that  expires 
after 1 year – the file is accessible only if a valid token (i.e. active subscription) is in the wallet. If the 
client stops paying, the token expires or is revoked, and the file access is cut off automatically. This 
can be applied to digital media (movies, music, e-books) for a Web3 approach to DRM, or to enterprise 
software where the token replaces a license key and also delivers the actual software package via 
drive.xdc.io.  The on-chain nature of  the token makes it  easy to  do revenue sharing or  secondary 
markets as well (with smart contracts enforcing royalties on token transfers, if desired).

Compliance-Heavy  Industries  (Finance,  Healthcare,  Legal): Sectors  like  finance  or  healthcare 
handle  highly  sensitive  information  that  is  subject  to  strict  access  controls  and  audits.  XDC .io 
provides an extra layer of security for these industries. For example, a hospital could issue a token to 
a  patient  which  grants  access  to  their  medical  records  file;  only  that  patient’s  wallet  (or  their 
physician’s wallet, if a token is issued accordingly) can open it – adding a blockchain audit trail on top 
of  HIPAA compliance.  In  finance,  investment  funds  can  share  portfolio  reports  with  investors  via 
tokens, ensuring confidentiality and providing evidence of exactly which wallets (investors) accessed 
the  report  (useful  if  there’s  ever  a  dispute  or  compliance check).  In  legal,  law enforcement  could 
share  evidence  files  with  defense  attorneys  by  tokenizing  them  –  ensuring  only  the  intended 
attorney’s  wallet  can  open  the  evidence,  and  all  access  is  logged  for  chain-of-custody.  The 
immutable audit trail and granular control that XDC.io offers is exceptionally well-aligned with 
compliance requirements where knowing who saw what when is mandatory 4 .

Secure Government Document Delivery: Government agencies often need to deliver documents 
like permits, licenses, certificates, or official letters to citizens or companies in a secure manner (e.g., 
a business license, a planning permission, a regulatory notice). Traditionally this might be done via 
registered mail or secure email. With XDC.io, an agency can issue a digital token corresponding to 
the  document,  effectively  notarizing the  delivery  on  blockchain.  The  recipient  (who  could  use  a 
government-provided digital ID wallet) gets the token and can fetch the document. Because this ties 
into the  gov.xdc.io  and  verify.xdc.io  modules, the authenticity of the document and the 
identity of the receiver are assured. This approach can reduce paperwork and fraud – an official can

• 
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verify  via  blockchain  that  a  citizen  received  their  document  token,  and  the  citizen  can  prove  the 
provenance of the document easily (no forged papers because the digital original is locked behind 
the  token).  For  example,  Estonia  and  other  countries  are  exploring  blockchain  for  secure 
e-government services; XDC.io could facilitate a similar model for document issuance and access.

These use cases merely scratch the surface. Essentially, any scenario where sensitive or controlled files
need to be shared can benefit from XDC IO’s tokenized approach.  The system ensures that  only the
intended, verified recipients can access content, and it provides organizations with cryptographic proof of
that access (or non-access). This reduces risk of data leakage, enables new sharing models (like monetized
access or dynamic revocation), and simplifies the user experience to a single click + wallet signature. It’s a
compelling upgrade over legacy file-sharing, especially in an era where remote collaboration and zero-trust
security are top of mind.

 What’s Next for XDC.io
TokenTEQ is continually improving XDC.io as it moves from pilot to production-ready infrastructure. The 
roadmap ahead includes:

• 

• 

Advanced Metadata Support: Building on the current metadata features, XDC.io will fully integrate 
content  identifiers  (CID)  and  cryptographic  hash  validation  for  files.  This  means  when  a  file  is 
accessed, the system can automatically verify its integrity by comparing its hash to the hash stored 
on-chain  (or  in  IPFS)  for  that  token 16 .  If  a  file  were  tampered  with  on  the  storage  side  (or 
corrupted), the mismatch would be detected and access could be halted, ensuring the user only gets 
the exact content that was originally authorized. Additionally, storing file metadata (like version info 
or descriptions) on-chain will make the entire file lifecycle auditable and transparent.

QR-Based Access and Offline Scanning: To extend usability, TokenTEQ plans to introduce QR code 
integration. Each token (or file link) could be represented as a QR code that a user can scan with a 
mobile device. The scan.xdc.io  module would allow field agents or mobile users to scan a code 
and have it resolve to the token-protected file, prompting wallet verification on the phone. This is 
useful  for  scenarios  like  showing  a  document  at  a  checkpoint  (e.g.,  a  vaccine  certificate  or  a 
transport manifest) without needing to type a URL. Even offline scenarios are being considered – for 
instance,  a  QR  could  encode  enough  data  to  verify  a  token’s  validity  against  a  locally  cached 
blockchain  state,  allowing certain  checks  to  happen without  internet  (and then retrieving the  file 
once  connectivity  is  available).  It  opens  up  possibilities  for  on-site or  in-person uses  of  tokenized 
documents.

• Payment Gateways with TEQ and XDC: A particularly exciting upcoming feature is monetized file 
access. TokenTEQ envisions integrating payment requirements into the access flow. This could work 

in two ways: (a) requiring a micropayment (in XDC or in TokenTEQ’s native utility token TEQ) at the 
moment of access – for example, paying a few XDC cents to download a premium document, which 

could be facilitated via api.xdc.io checking a payment before releasing the token; and (b) using TEQ 
for token issuance and premium features. In fact, the TEQ token is designed as the fuel for these 

services – it’s required for minting the identity subdomain tokens via the AutoTEQ smart contract 10 
and grants access to advanced features like metadata extensions and QR verification 18 . In the future, 

if a company wants to sell a digital file, they could set up XDC.io so that purchasing the file 
automatically mints the access token to the buyer’s wallet once payment is
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aspects of their identity and rights . XDC.io will effectively become a practical enforcement
point for SSI in content access – allowing or denying file downloads based on on-chain credentials
rather than arbitrary database flags.

Overall, the future roadmap of XDC.io is about deepening the synergy between  decentralized identity, 
trust,  and  content  management.  By  adding  payments,  richer  metadata,  and  integration  with  identity 
modules,  XDC . i o  is  set  to  become  not  just  a  file  access  system,  but  a  cornerstone  of  Web3-enabled 
enterprise workflows. TokenTEQ is taking a careful approach (pilot testing with partners, ensuring security 
audits  of  the smart  contracts,  etc.)  as these features roll  out,  given the high-stakes nature of  enterprise 
security. 

• 

received (essentially turning the token into a proof-of-purchase). The integration of TEQ and XDC will 
thus enable  pay-per-access or subscription models, all executed on-chain. A user might pay XDC 
tokens  which  trigger  a  smart  contract  to  send  them  the  NFT  key,  streamlining  digital  content 
commerce without traditional accounts or payment gateways.

Auto-Expiring and Revocable Tokens: While basic expiration can already be handled via metadata 
or scheduled burns, XDC.io is working on more automated expiration and renewal logic. An auto-
expiring token could, for example, burn itself or become invalid after a certain block time or date 
(with no admin intervention). This could be implemented via smart contracts (tokens that check the 
current  date  on  each  verification)  or  via  off-chain  automation  that  regularly  scans  and  prunes 
tokens. Additionally, enhanced  revocation logic might include features like “kill switches” – e.g., an 
enterprise  could  press  a  button  to  revoke  all tokens  of  a  certain  class  or  issued  to  a  certain 
organization  instantly  (bulk  burn  or  flagging  as  revoked  in  a  registry).  This  would  be  useful  in 
emergency  scenarios  like  a  widespread  breach  or  partnership  termination.  From  the  user’s 
perspective, these updates ensure that they don’t retain access beyond what they should, and from 
the admin’s perspective, it’s easier to enforce strict time-bound or condition-bound access without 
manual monitoring.

• Cross-Integration with Identity and Certification Modules: As the TokenTEQ ecosystem matures, 
XDC . i o  will  be  tightly  integrated  with  modules  like  kyc.xdc  (for  know-your-customer  identity 

verification),  cert.xdc  (for  issuing/verifying  certificates  or  qualifications),  and  id.xdc  (for 
decentralized  identity  profiles).  This  means,  for  instance,  that  a  file  token’s  access  could 
automatically require that the accessing wallet holds a valid KYC token from kyc.xdc  or a certain 
certification  from  cert.xdc .  One  concrete  example:  a  training  document  could  be  made 
accessible only to users who have a “Completed Training X” certificate NFT in their wallet – the DDS 
would check both the file token and the presence of the cert token. Another example: a government 
might require that anyone accessing a certain document (like a confidential regulation draft) has an 
identity token (from  id.xdc ) proving they are a certified government official. These cross-checks 
can be implemented through the API and smart contract calls, creating a rich tapestry of trust where 
possession  of  multiple  verifiable  credentials governs  access.  This  is  aligned  with  the  broader 
move toward  self-sovereign identity  (SSI),  where individuals  carry  tokens that  represent  various

19 20

12

https://cointelegraph.com/explained/16-billion-passwords-leaked-is-it-finally-time-for-blockchain-based-digital-identity#:~:text=Here%E2%80%99s%20what%20that%20changes%3A
https://cointelegraph.com/explained/16-billion-passwords-leaked-is-it-finally-time-for-blockchain-based-digital-identity#:~:text=This%20system%2C%20collectively%20known%20as,foundation%20of%20today%E2%80%99s%20approach%20entirely


 Enterprise Integration & Partnerships

As XDC.io moves toward wider adoption, TokenTEQ is actively seeking and working with partners across the 
enterprise and public sector landscape. This includes:

TokenTEQ  encourages  interested  parties to reach  out for collaboration.  They  emphasize a  hands-on 
approach to integration – providing sandbox environments, technical support, and customization to fit the 
partner’s  needs.  As with any emerging tech,  building an ecosystem is  key,  and TokenTEQ appears to be 
doing so by aligning with those who see the value in decentralized access control.

 Contact: For enterprises or developers interested in XDC.io, TokenTEQ can be contacted via 
info@tokenteq.net. They offer consultations to discuss use cases and integration strategies.

• 

• 

Strategic B2B Partners: Technology integrators,  cloud service providers,  and enterprise software 
vendors that can embed or resell XDC.io as part of their offerings. For example, a cloud storage 
company might partner with TokenTEQ to offer native tokenized access as a premium feature to its 
customers,  or  a  document  management  system  could  integrate  XDC . i o  via  the  API  to  add 
blockchain-level  security  for  their  files.  Such  partnerships  will  help  bring  XDC . i o  into  existing 
enterprise environments without each customer having to reinvent the wheel.

• Institutional Pilot Testers: Banks, law firms, corporations, and institutions interested in innovating 
their document workflows are being onboarded in pilot programs. These early adopters get to test 
XDC . io  in  real  scenarios  (under  NDA if  needed,  given the sensitivity)  and provide feedback.  Pilot 

testers are crucial for refining usability – ensuring that, for instance, non-crypto-savvy executives can 
still easily use a wallet to get their files, or that integration with Active Directory or other identity 
systems can be achieved smoothly where needed. TokenTEQ’s goal is to demonstrate tangible ROI 
for these pilots, such as reduced breach risk, lower admin costs, or faster client onboarding due to 
the no-password approach.

Government Agencies & Municipalities: Recognizing the potential of decentralized credentialing, 
TokenTEQ is  in discussions with government bodies about using XDC . io  and related modules for 
things  like  permit  issuance,  record  verification,  and  secure  inter-agency  document  exchange. 
Governments  have  stringent  requirements  for  security  and  privacy,  so  pilots  in  this  space 
will validate that XDC.io meets those standards (leveraging XDC’s hybrid private/public chain 
capabilities for  sensitive  data 6 ).  A  successful  government  partnership  could  pave  the  way 
for  broader national-level adoption of blockchain-secured document infrastructure.

SaaS  and  Enterprise  Platforms: The  company  is  also  targeting  SaaS  platforms  that  deal  with 
documents (e.g. project management tools, legal tech platforms, educational portals) to integrate 
tokenized  file  access.  For  instance,  an  e-learning  platform  might  use  XDC . i o  to  deliver  course 
materials  as  NFTs  to  students  (so  only  enrolled  students  can  access  and  they  can  even  keep  a 
verifiable  record  of  course  completion).  By  integrating  via  api.xdc.io ,  these  platforms  can 
outsource the heavy lifting of Web3 security to TokenTEQ’s infrastructure, rather than building their 
own blockchain solutions from scratch.

• 
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 Learn More: Visit the official website  tokenteq.net for more information on TokenTEQ’s vision and the
full suite of products. The site provides background on their tokenization technology and will have updates
on XDC IO’s rollout, whitepapers, and technical documentation.

XDC.io represents a convergence of blockchain identity and everyday business needs – providing a secure, efficient 
way  to  manage  file  access  in  the  digital  age.  By  expanding  on  the  principles  outlined  above,  enterprises  can 
achieve  a  higher  level  of  security  and  control,  turning  file  management  from  a  vulnerability  into  a  verifiable 
strength.
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